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Identity theft affects approxinmately ten million Anericans
each year! and costs consuners and busi nesses nore than $53
billion in losses.? In a 2003 study conducted by the ldentity
Theft Resource Center, fraudul ent charges were reported to
average nore the $90, 000 per nane used, and the average tine
spent by victins trying to correct their credit standi ng was
approxi mately 600 hours.® The wi despread use of social security
nunbers (SSN) as a neans of individual identification and the
conprom se of that information, has significantly contributed to

the rise in cases of identity theft.

Current Departnent of Defense (DoD) strategies ained at
protecting service nmenbers fromidentity theft are inadequate
because they do not address the fundanmental vulnerability
represented by the use of SSNs as service nenber identification

nunbers.
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Affected Service Members

The Naval Inspector CGeneral’s office defines identity theft
as “the illegal, fraudul ent use of your name, date of birth, and
[or] Social Security Nunmber and other identifying information
uni que to you, used by another individual in order to obtain

"4 |n fact, this

goods, services, nerchandi se, cash, or property.
crime has been made far nore insidious as a result of the
prof ound growth of the Internet and the generally unrestricted

flow of information that it synbolizes.

Identity theft can represent a uni que burden to service
nmenbers particularly in a deployed environnent or while
collecting a fixed retirenent incone. Consider the case of
retired Arny Captain John Harrison. |In July of 2001, two years
after Harrison's retirenent, a man named Jerry Wayne Philips
wal ked into a mlitary identification card processing office
with Harrison’s SSN and was able to walk out with a valid
mlitary identification card. By the tine he was caught on 12
Decenber 2001, Phillips had accumrul ated $260, 000 i n debts under
Harrison’s name. He al so opened four checking and two savi ngs
accounts, purchased notorcycles and trucks, and even established

a tine-share in Hlton Head, South Carolina, and a beach rental

4 “ldentity Theft — What It |Is And How To Avoid It (LAPA 01-04),” Naval
Inspector General, <http://ww.ig.navy.ml/Intelligence¥®?0and¥?20Security
9%20( 1 dentity%®20Theft). htn» (14 Novenber 2005).



home in Virginia. As of |late 2004, Harrison was still trying to
clear his credit standing that at one tinme included garni shnent
of his retirenent pay and demands fromthe Internal Revenue
Service (IRS) for payment of back taxes not legitinmately owed.®
While the use of a fraudulent mlitary identification card for
pur poses of engaging in identity theft is not a common
occurrence, this exanpl e does serve to highlight the

vul nerabilities that exist.

Navy Commander Frank Mellott was also a victimof identity
theft. An estranged half-brother initially used Mellot’s SSN as
a means of avoiding paynent of child support but expanded its
use to include opening cable television and w rel ess tel ephone
services. In addition to the damage to his personal credit
rating, Mellott was also in danger of |losing his Top Secret
security clearance that would have adversely inpacted his

sevent een-year naval career.?®

The adversity experienced by both of these nen was
significant; however, it is not difficult to imagi ne how nuch

nore conplicated each scenari o would have been if the service

5 Laura Bruce, “John Harrison — The Face of ldentity Theft,” Bankrate.com, 18
August 2004. <http://ww. bankrate. conif brm news/ advi ce/ | DTheft/| D hone. asp>
(14 Novenber 2005).

® Donna Mles, “Mlitary Takes Steps Against ldentity Theft,” Military Money.
W nter 2004-2005. <http://ww mlitarynoney.coninmoney/1101916428> (15
Novenber 2005).



nmenbers had been deployed in a conbat zone with l[ittle or no
communi cations access let alone the tine required to set their

respective records straight.

Background
On January 30, 1967, the Secretary of Defense issued a

menor andum directing the use of SSNs in |ieu of service nenber
identification numbers.” At the time, this was a decision that
sought to increase bureaucratic efficiencies particularly from
an interagency perspective. For exanple, the DoD could easily
share service nenber accounting data with the IRS and the
Treasury Departnent, thus elimnating the need for each agency
to issue its own, unique identification nunbering system The
policy shift to elimnate the need for multiple tracking
architectures worked as envi sioned and had the added benefit of
streanml i ni ng accounting processes. On the other hand, these
deci sions were nmade | ong before the advent of the Internet and
t he profound reduction in barriers to sharing mass anounts of

personal and sonetimes sensitive informtion.

" “The Social Security Number as a Standard Universal Identifier,” Epic.org,
Electronic Privacy Information Center. <http://ww. epic.org/privacy/hewl973
report/c7.htm> (15 Novenber 2005).



Current strategies

Congress and the Bush adm nistration recently acted agai nst
the identity theft threat through the Identity Theft Penalty
Enhancenent Act signed into law on July 15, 2004. This |aw
stiffens |l egal penalties for those convicted of “aggravated
identity theft” and outlines standards of conduct for
i ndi viduals that work in industries and governnent agencies

responsi bl e for handling personal infornmation.?

The DoD has al so assuned a strong defensive posture agai nst
the identity theft threat through new policy initiatives and an
aggressi ve education canpaign. For exanple, the DoD has
el i m nated paper copies of |eave and earnings statenents,
initiated strict controls over personal information posted to
government web sites, and has conbined efforts with the Federa
Trade Comm ssion in launching the Mlitary Sentinel, an on-line
forumfor mlitary personnel and DoD civilians to report
identity theft and other consunmer frauds.® While these actions
represent prudent initial steps in addressing the issue of
identity theft and nore specifically, its inpact on service
menbers, these neasures fall far short of the dramatic shift in

policy required to conbat the problemover the long-term The

8 Office of the Press Secretary, “President Bush Signs ldentity Theft Penalty
Enforcenent Act,” The White House. July 2004, <http://ww. whitehouse. gov

/ news/ rel eases/ 2004/ 07/ 20040715- 3. ht ml > (14 Novenber 2004).

° Mles, 1.



de-coupling of SSNs as service nenber identification nunbers
must be initiated if a dramatic reduction in the identity theft

threat is to be realized.

Once the decision has been nade to initiate the use of a
service nenber identification nunber in lieu of the Social
Security Number, a DoD task force nust be created to understand
the full depth and scope of the conversion. This analysis wl|l
likely focus on the external agencies affected by the change
such as the IRS, the Treasury Departnment, and the Soci al

Security Adm nistration to name only a few

A DoD internal review nust also be initiated. For
instance, it is clear that an organization |like the Defense
Fi nance and Accounting Service (DFAS), which relies heavily on
the use of SSNs for its finance and accounting m ssion, would be
significantly inpacted by any conversion. However, a vast
nunber of agencies or activities within the DoD woul d al so be
simlarly affected. The Defense Manpower Data Center, the Arny
and Air Force Exchange Service, the Defense Security Service,
and the Tricare Managenent Activity are only a few exanpl es of

ot her agencies that woul d be inpacted.

10 “|nformation System Security: Controls Over the Use and Protection of
Soci al Security Numbers Wthin the DoD,” Office of the Inspector General of
the Department of Defense, 21 March 2003,



Finally, the task force nust exam ne the information
technology (IT) inplications of this change, which may wel |l
prove to be both tinme-consum ng and costly. Mst DoD agenci es
rely heavily on IT solutions to manage personnel -rel ated tasks
and functions. To further conplicate nmatters, nmany of these
systens were specifically designed by the private sector to
address functions or tasks unique to that agency. In short,
finding a single IT solution that converts all DoD systens to a

new i dentification systemw || be difficult if not inpossible.

Once a thorough review has been conpleted and its
recommendati ons accepted by the Secretary of Defense, each
agency will be responsible for inplenenting an organi zati on-
speci fic conversion plan and overseeing its progress. Overal
agency oversight could be established within the DoDs Ofice of
the I nspector General or through an i ndependent conm ssion

established by the Secretary.

Counterarguments

Sonme may assert that a change of this scope and magnitude
is too costly and manpower intensive to be undertaken when

bal anced against the sanme criteria associated with the identity

<http://ww. dodi g. osd. mi | /audi t/reports/fy03/03066sum htm (5 Novenber
2005) .



theft threat. This argunment is convincingly countered when the
very nature of the threat is considered. The force protection
vul nerability represented by identity theft will only grow as
mass anmounts of data continue to be propagated via the Internet
and as the technical neans of retrieving and exploiting that
data becones nore accessible to crimnals. As a result, the
nunber of Anmericans that fall prey to identity theft wll

i ncrease and by extension, the nunber of mlitary personnel
affected will also increase. The financial, man-hour, and
readi ness costs paid by the DoD over tinme will exceed simlar

factors associated with a conversi on.

Institutional nodels for successfully converting SSNs to
uni que identification nunbers are currently available in
busi ness, state governnent, and academi a. Sonme organi zati ons,
such as small colleges or universities, have initiated the
change while incurring only a nodest cost in tinme and noney.
O her institutions have undergone the conversion at a cost that
is nore conparable to that which m ght be realized by the DoD.
In all instances, however, each nodel nust be carefully
scrutinized for strategies and solutions that could be tenplated
for a DoD nodel. For exanple, the University of Oregon recently

initiated a three to five-year plan for a one-tinme conversion to



uni que identification nunbers at an estinmated cost of $90, 000.
O course, with a current student population of 20,339, ! the
scope of this change is hardly conparable to what woul d be
required by the DoD. However, the university' s phased approach
to the conversion that included assignnent of unique
identification nunbers, renoval of SSNs from existing systens,
and the initiation of a back-up procedure for core officers to

| ocate records based on SSN, could be adopted by individual DoD

agencies or activities.

At a scope and cost nore conparable to what m ght be faced
by the DoD, the conversion currently being undertaken by the
Bl ue Cross Blue Shield Association (BCBSA) nmust al so be
considered. As a healthcare provider for ninety-three mllion
Anericans through its forty independent conpanies,® the
conpl exities and cost of a national conversion plan would be
broadly conparable to any DoD proposal. For exanple, the plan
set forth by the BCBSA of M chigan mandates the re-issuance of
identification cards and the “re-programming [of] multiple

cl ai ns and nenbership systens to accept the new random nunbers”

11 Sue Evel and, “The Numbers Game: Phasing in Generated |ID Numbers at the

Uni versity of Oregon,” PACRAO — Pacific American Association of College
Registrars and Admission Officers. <http://ww. pacrao. org/docs/resources
/writerstean Strategi esConverti ngSSNs. doc> (14 Novenber 2005).

12 «About the UQ " University of Oregon. <http://ww. uoregon. edu/ about.shtm >
(15 Decenber 2005).

13 “Newsroom A Reporter’s Guide to the Blue Cross and Blue Shield

Associ ation,” Blue Cross and Blue Shield Association, 2005, <http://ww. bcbs
.comindex. htm > (15 Decenber 2005).



on behalf of four mllion of its menbers. The cost associ ated
with this undertaking is estinmated to be $19 nmillion. “It is a
mammot h project as Social Security Nunmbers have been used to

process health care clains for decades.”

Those who m ght criticize a simlar DoD plan as being
unnecessary due to the cost in tine and noney invol ved bal anced
agai nst conparable factors associated with the identity theft
threat, nust exam ne the BCBSA of M chi gan nodel closely. The
cost of the conversion expressed on a per nenber basis is
approximately $4.75. |If the DoD were to arrive at a simlar
cost calculation for each nmenber of the 3.3 mllion total
mlitary force, ' the i medi ate inplenentation of a conversion
pl an could not be ignored. As was previously noted, ten mllion
Anericans (approximately 3.4% of the total popul ation?®) are
affected by identity theft every year. Assum ng 3.4% of the
total mlitary force population was affected by this threat at

an average financial cost of $90,000 for each name used and 600

% Helen Stojic, “Blue Cross Blue Shield of Mchigan and Blue Care Network to
Drop Social Security Nunbers From4 MIlion ID Cards,” Blue Cross Blue Shield
of Michigan, 15 April 2005, <http://ww.bcbsm com pr/pr050415b.shtm > (15
Decenmber 2005).

15 «“poD Total Force,” Military Family Resource Center, 2003 Denographics
Report, <http://ww. nfrc-dodqol.org/pdffil es/denp2003/ Secti on

| DoDTot al For ce. pdf > (15 Decenber 2005). The total mlitary force of

3,275, 265 consi sts of Active Duty, Reserve (Ready Reserve, Standby Reserve,
and Retired Reserve), Quard nenbers, civilian personnel in support of the
DoD, and the DHS' s Coast Guard.

16 “The World Factbook,” The Central Intelligence Agency, July 2005,
<http://ww. ci a. gov/ci al publications/factbook/rankorder/2119rank. htm > (15
Decenber 2005).
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hours in tinme lost, the total adverse inpact on personnel
readi ness can be estimated to be $10 billion and 67.3 mllion

hours.

Conclusion

The force protection threat represented by identity theft
is profound and nust be aggressively addressed within the DoD.
The use of the SSN as a service menber identification nunber
represents a significant vulnerability that nandates a reversa
of the 1967 decision that inplenented the current policy. Any
conversion of the current identification systemw | prove to be
both tinme-intensive and costly. However, these inpacts do not
exceed the long-termfinancial, man-hour, and readi ness costs
that will be paid over tinme by the DoD and i ndividual service
menbers alike. The sophistication and nunber of identity
thieves is increasing and sensitive data, like the SSN, w ||
continue to put the mlitary at risk as long as the current

policy renmains unchanged.

Word count: 1874
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